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Acronym List

eHS
[dM

MFA

SHA
usD

eHealth Saskatchewan

Identity Management System:

Manages usernames, passwords and questions for password recovery

Multi-Factor Authentication:

A method to improve application security by adding a second layer of authentication

to customer accounts
Saskatchewan Health Authority

IT Service Management tool
Provincial support ticketing system

Review History

Reviewed by

Review Date

Reason

KM TL - Jewsbury

April 9, 2021

Publish to Vaccine Clinic Support site

Version History

Version Implemented by | Revision Date | Approval Reason

1.0 WarnesJA April 1, 2021 Created for Vaccine
Clinic Staff

2.0 KBA - Neudorf April 8,2021 KM TL - Jewsbur Created for Vaccine
Clinic Staff

2.1 KM TL - Jewsbury April 9, 2021 formatting

2.2 KM TL - Jewsbury April 13 Update ‘external’
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Install and Activate Duo Mobile App

* Required for external (non-SHA) or internal (SHA) resources accessing from a remote location

eHS hosted applications, which are accessed over the Internet, require MultiFactor
Authentication (MFA) in order to log in. For MFA to work, Cisco's Duo Mobile application
needs to be installed and activated on your personal/corporate cellular device (home/work).

MFA adds a second layer of security to your online account. Verifying your identity uses a
second factor (e.g. personal cell phone - home/work) to prevent anyone but you from logging
in, even if that person knows your password.

Prerequisites & Requirements

¢ Remote access using MultiFactor Authentication
e Personal/corporate cellular device with the Duo Mobile App installed.
e Cellular device meeting the following Pre-Requisites:
(Duo Mobile provides warnings if not met and eHS hosted applications will be inaccessible)

e Anonymous Networks: No using phone through proxy, Tor or other VPN networks.

¢ Authentication Methods: Must use Duo Push or Duo Mobile Passcode from cell
phone.

e Operating Systems: Android or iOS (Apple).

e Password/Passcode: Must be enabled.

e Screen Lock: Must be enabled.

e Tampered Devices: Phone cannot be 'rooted' (Android) or 'jail broken' (iOS).

e Customer Location: Must be in Canada/USA.

Installation Steps

eHS Service Desk requires your personal/corporate cell phone number to set up your Duo
Mobile security account.

If you do not have a corporate cell phone and have an issue with using your personal cell
phone, please discuss with your manager/director; but, for now, this is the only option
available.

1. Download and install Duo Mobile App available on
Apple App store or Android Google Play. : " Duo Mobile
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2. Once account has been set up, your cell phone will receive an activation text message
similar to the one shown here: <

) -
+1(306) 900-4884

Tap to activate Duo Mobile:
hittps://
duosecurity.com/
(or
copy/paste into the app)

3. Click on the activation link in the text message and pick Duo Mobile from choices
provided.

IMPORTANT
This link is only good for 24 hours. If the link expires, customer will need to
contact the eHS Service Desk to arrange to be sent a new activation link.

4. The link will open the Duo Mobile App to complete activation of your account with the
message: "Account added successfully".

5. ADUO-PROTECTED account for eHealth
Saskatchewan will be set up within the Duo Mobile

App.

DUO-PROTECTED

" eHealth Saskatchewan

eHealth

6. You may receive a number of messages:

e Click DISMISS at Duo Mobile's opening message about collecting usage data and
MAYBE LATER to other messages EXCEPT if a message indicates "We have detected
some security issues with your device that require your attention".

e Select FIXNOW and fix any of the Pre-Requisites mentioned near the top of this
section.

IMPORTANT
o e If you turn off notification for the Duo mobile app, you will not receive a
cell phone text message to verify your identity. To resolve this, see the
Troubleshooting: Enable App Notifications on page 3.

e The most common Pre-Requisite missing (which will cause an
Authentication Error) is you do not have the Screen Lock enabled on
your cell phone, which will require creating a PIN/Password on your
phone.
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Using the Duo Mobile App

Log in steps to follow which involve MFA:

Enter your domain\username and password at log in screen.

b. Your cell phone receives a text message from the Duo Mobile app. Select Approve to
verify your identity.

c. Once identity verified, access to the application is provided.

a: b. c:

=[] -

Troubleshooting: Enabling App Notifications

This section is a guide for iOS and Android devices on you can enable (or disable) app-specific
notifications.

Android

1. Open your cell phone's Settings App.
2. Tap Apps.

3. Scroll to the Duo Mobile app to change the notification
settings. Tap on the App.

- General management

¢ Accessibility

Software update

User manual

3|Page EXTERNAL / NON-SHA ACCESS | eHealth Hosted Applications



eHeaIth

\&3 KA l(
|f‘

4. Under App settings, tap Notifications. EETE

< Appinfo

fine:

=

Duo Mobile

5. Swipe the Show notifications button to the right to enable
notifications.

Maobile data

Battery

Storage

Duo Mobile

App icon badges Notifications

Due Push requests

Access restrictions

Return to first page

iPhone

1. Open the phone's Settings App.
2. Tap Notifications.

Settings

On
7 Cellular

| Personal Hotspot
Off

Notifications

£ Sounds & Haptics
Do Not Disturb

EJ Screen Time

v,

General

Control Center
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3. Scroll to the Duo Mobile app to change the notification settings. Tap on the Duo Mobile
option.

4. Swipe the Allow Notifications button to the right to enable notifications.

& Hotifications Duo Mobile

Allow Notifications | @)

ALERTS

= g

Lock  Notification Banners
Screen Center

9 9 L]
Banner Style
Temporary
Sounds [ @)

Return to first page
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Apply for myeHealth Account

* Required for external (non-SHA) or internal (SHA) resources accessing from a remote location

IMPORTANT

instructions.

These steps need to be completed within 24 hours of receiving the

Those assisting the Saskatchewan Health Authority require a myeHealth account to access

applications.
How to register for a myeHealth account:

1. Open the link below within Internet Explorer or Microsoft Edge.

https://services.ehealthsask.ca/myehealth/pages/selfService/register.xhtmil

2. On the first page (Personal tab) please fill out the information required, including
providing a Cellular Phone Number which will be used for authentication purposes.

IMPORTANT

e You must select COVID Support for Primary Role.

e Phone number provided must be a cell phone number.

myeHealth
Saskatchewan ’},

"A

Support eHealth Saskatchewan

Registration

Having troubles
registering?

Contact the service desk

Phone number
must be a cellular
phone number.

Complete the form below to create a new account

* Required
You must select

“COVID Support”
for Primary Role.

Personal Organization Security Questions Password

Personal Information
First Name:~

Last Name:-
||

I you are employed by the Saskatchewan Health Authority {(SHA), please enter your SH
using the format firstname.lastname@saskhealthauthority.ca

ail address

Confirm Email Address:-

rimary Role:
COVID Support

Next

3. Click Next.
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4. On the second page (Organization tab) please search for SharePoint Users in the list of
Organizations, and please also select No for “Do you require eHR Viewer Access?”.

o IMPORTANT
e You must select “SharePoint Users” for Organization.
e You must select “NO” for “Do you require eHR Viewer Access?”.

m_VEHeaIth Support eHealth Saskatchewan

Saskatchewan y}‘

Registration

: Complete the form below to create a new account
Having troubles
registering? - l\’(ohu must- only selsct
Contact the service desk SharePoint Users fOI’
Personal Organization Security Ques

Organization.

Organization

Organizations:-

Sharepaint Users

Mote: I you cannot find your organization within the list, please type ¢

Do you require eHR Viewer access@ () Yes @No

‘ Previous | ‘ Next |

5. Click Next.
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6. On the third page (Security Questions tab) you must complete four security questions.
The first three security questions can be selected from the provided options. The fourth is
a customizable question.

IMPORTANT

These questions & answers will be used to confirm your identity when you
try to reset your password if you have forgotten your password, so you
must enter answers you will remember!

myeHeaIth Support eHealth Saskatchewan

Saskatchewan_ﬁ

Registration

. Complete the form below to create a new account.
Having troubles P

registering? * Required

Contact the service desk
Personal Organization Security Questions Password Summary

Security Questions

Security Question Policies
- Must provide 3 questions selected from the pre-determined list and provide an answer.
- Must provide 1 personalized question with answer
- NO duplicate answers.
- Answers must be at least 4 letters long
- Questions and answers cannot contain last name, first name or email address.
- Questions and answers cannot contain the same letter more than 3 times in a row.
- Questions and answers are NOT case sensitive.

Important: Security questions and answers will help you if you forget your password

* Al figlds are required

Questions:- Answers:-

| Please Select One... ¥ ‘ ‘ |
| Please Select One... ¥ ‘ ‘ |
| Please Select One ¥ ‘ ‘ |
| | |
| Previous ‘ ‘ Next

7. Click Next.

Once completed, you will receive an email with summary of your request (including
username) within an hour.

If you do not receive the email, please contact the eHS Service Desk at 1-888-316-7446 and
after giving your name and contact information.

* * Explain that you are registering for a myeHealth with COVID Support Role in the
SharePoint Users Organization, and have not received an email summarizing the request **

Return to first page
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Go.Data - How to Log In

This section describes how resources log in to Go.Data, a web based tool for outbreak
investigation & contact tracing management being used by SHA employees during the
COVID-19 outbreak.

NOTE: Should you encounter any problems with any of the steps described in these sections,
please contact the eHealth Service Desk at 1-888-316-7446.

Pre-Requisites & Requirements

IMPORTANT
This Pre-Requisite section is for External (non-SHA) resources or any SHA
employees not connected to the SHA Health network only.

As an external resource (non-SHA), the following must be completed:

e Install and Activate Duo Mobile App (on page 1) on your cell phone.

e Apply for myeHealth account (on page 5), making sure to enter your cell phone
number of the phone you on which you will install the Duo Mobile App.

e Once the above steps have been done, you will be able to log in to the SHA contact
tracing SharePoint website:

https://collaboration.web.ehealthsask.ca/sites/shacontacttracing/SitePages/Home.aspx.

e Enter your username as Health\username and enter the password you set up with
your myeHealth account.

NOTE
External customers (non-SHA) use security questions registered with
myeHealth for SharePoint and F5 login issues (shown in step 2 of next

page)
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Log In to Go.Data Application

1. Tolog in to Go.Data, using the Google Chrome web browser, copy and paste the
appropriate link into the search box (key step if Chrome is not your default browser):

e PROD: https://contacttracing.saskhealthauthority.ca
e TRAIN: https://train-contacttracing.saskhealthauthority.ca/

NOTE
o Internet Explorer is not supported and may encounter issues.

2. AtF5Logon screen,

IMPORTANT
Any SHA employee connected to the SHA Health network will be able to
reach the Go.Data contact tracing sites without the F5 login window.

a. Enter the following information:

e Username: myeHealth Username (e.g. "jsmith") f5

e Password: myeHealth Password (password Website Login Reauired
created for this Username) o

e Domain: eHealth Saskatchewan, Ministry of oo

Salett Domain

Health, Mamaweetan Churchill River sHealth Saskatchewan, Mistry of Haalth, Mamaweian Chy *

| segen

b. Click Logon.
3. At Duo Screen - Select preferred Duo validation method:

NOTE
Notifications need to be Enabled on your device to receive this.

Send Me a Push:

e You will receive a message on their cell phone
to Approve.

1] e | ¥ - |
o Enter a Passcode:
a e  Open Duo Mobile app on their cell phone.

e Click on drop arrow by eHealth Saskatchewan.
Ender & Passe ode e 6 digit passcode will be visible.

e Enter this Passcode into the field into the log in
screen (no spaces).
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4. Go.Data Login

NOTE
Customer should have received an email with their Go.Data Login
information
Welcome
Email address *
Password * Forgot password (&)
Login

Enter your email address into the Email address field.

b. Enter your their Go.Data Password (click on the eye icon to the right in order to see
what you are typing).

Click Login. If you get an error message then click Login a second time.

d. You will be asked to change your password and set up your security questions.

NOTE
New password must be 12 or more characters long. It does not have to

have Caps, symbols or numbers

Return to first page

IMPORTANT
The code is only valid for 60 seconds | [Re—

193 569

Refresh code by tapping the ‘arrows’ icon
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Panorama COVID Quick Entry (CQE) - How to Log In

This section describes how to log in to the SHA COVID Quick Entry (CQE) web application
developed to support COVID vaccine data entry and is integrated with the Panorama
application.

Pre-Requisites & Requirements

IMPORTANT
This Pre-Requisite section is for External (non-SHA) resources or any SHA
employees not connected to the SHA Health network only.

Before the external customer can log in to CQE, the customer needs to complete the
following:

e Install and Activate Duo Mobile App (on page 1) on your cell phone.
e Apply for myeHealth account (on page 5), making sure to enter your cell phone
number of the phone you on which you will install the Duo Mobile App.

Log In to CQE Application

1. In either Google Chrome or Microsoft Edge, have the customer navigate to:
https://panorama-cge.ehealthsask.ca

NOTE

Internet Explorer is not supported and may encounter issues.

2. AtF5Logon screen:

IMPORTANT
Any SHA employee connected to the SHA Health network will be able to
reach the Go.Data contact tracing sites without the F5 login window.

Enter the following information:

e Username: myeHealth Username (e.g.
"jsmith")

e Password: myeHealth Password (password <o
created for this Username)

algit Comaln

e Domain: eHealth Saskatchewan, Ministry of | i e trs of eats tananeisn oo »
Health, Mamaweetan Churchill River —

a. Click Logon.
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3. AtDuo Screen - Select preferred Duo validation method:

NOTE
Notifications need to be Enabled on your device to receive this.

- Send Me a Push:
e ars | = Satsno | e You will receive a message on their cell phone
to Approve.

Enter a Passcode:
Sendd We a Push

_ e  Open Duo Mobile app on their cell phone.

e Click on drop arrow by eHealth Saskatchewan.
Ender @ Fasscode

IMPORTANT
The code is only valid for 60 seconds eHealt ewan
Refresh code by tapping the ‘arrows’ icon 193 569

4. The customer should enter their myeHealth username and password into the Username
and Password fields and select the following Domain:
eHealth Saskatchewan, Ministry of Health, Mamaweetan Churchill River.

] | Sedect Diamain -

wtaalh Sashmchavwan Minsin of Healh Wamasatan Chisohdl B
Froe My Maaih Ragon

Susstsa Hualh Ragion

Raging Ou dpeeles Haath Ragion

Wabsite Logn Required T Hanlin

Athabascas Healh Auaiy

Usamama
Papiwrd

Seect Domam
[Gelect Domain =]

Ky Tradl Hastth Rigian
Liggon Lpnge af Physicians sad Sergeam

5. Click Logon. The CQE tool should now be available to perform a Client Search.

gHealth | COVID Quick Entry (CQ8) O,
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Vaccination Distribution Tracker (VDT) - How to Log In

This section describes how to log in to the COVID Vaccine Distribution Tracker (VDT) web
application to support COVID vaccine distribution throughout Saskatchewan. To track
Shipping, Receiving, Record Waste and track Quantity on Hand.

Pre-Perquisites & Requirements

IMPORTANT
This Pre-Requisite section is for External (non-SHA) resources or any SHA
employees not connected to the SHA Health network only.

Before the external resource is able to log in to VDT, the following must be completed:

e Install and Activate Duo Mobile App (on page 1) on your cell phone.
e Apply for myeHealth account (on page 5), making sure to enter your cell phone
number of the phone you on which you will install the Duo Mobile App.

Log In to VDT Application

1. In either Google Chrome or Microsoft Edge, have the customer navigate to:
https://vdt.ehealthsask.ca
NOTE

Internet Explorer is not supported and may encounter issues.

2. AtF5Logon screen:

IMPORTANT
Any SHA employee connected to the SHA Health network will be able to
reach the Go.Data contact tracing sites without the F5 login window.

a. Enter the following information: fg
L.
e Username: myeHealth Username (e.g. "jsmith")
W Legin Reguin
e Password: myeHealth Password (password Ursmars
created for this Username)
e Domain: eHealth Saskatchewan, Ministry of e A T

Health, Mamaweetan Churchill River

Lagon

b. Click Logon.
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3. AtDuo Screen - Select preferred Duo validation method:

NOTE
Notifications need to be Enabled on your device to receive this.

Send Me a Push:
e You will receive a message on their cell phone
to Approve.

RO | B |
e Enter a Passcode:
e  Open Duo Mobile app on their cell phone.

e Click on drop arrow by eHealth Saskatchewan.

Emdey @ Passe ode
IMPORTANT
The code is only valid for 60 seconds n eHealth Saskatchewan
Refresh code by tapping the ‘arrows’ icon 193 569

4. Enter your myeHealth username and password into the Username and Password fields
and select the following Domain:
eHealth Saskatchewan, Ministry of Health, Mamaweetan Churchill River.

[eHealth SR g
Seimci (ammn
Sﬁﬁkﬂf!'hm’h‘}il‘l 1) etthdlh Saskanchewan Wirisin of Healh Wamassian Chirotdl Hivar)
- Fhod FBY Y gt Rgon

Susstsa Hualh Ragion
Raging Ou dpeeles Haath Ragion
Wabsite Logn Required T Hanlin
Athabascas Healh Auaiy

Frairis Medth Haaim: Regon
Usamama Frirs aa!

Papwerd

Select Domain
[Gelect Domain =]

Legon

5. Click Logon.

Return to first page
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